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GoldSky was founded by cybersecurity thought leaders who are passionate about educating and
keeping small-midsize businesses (SMBs) safe in cyber space. After 2 years of extensive research
and learning the most common cyber security threats to the SMB world, GoldSky security engineers
developed the DREAMSecures* Cyber Risk Management System. DREAMSecures® CRMS examines
and addresses every phase of the SMB cyber risk management and mitigation process.
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Develop remediation Ensure remediation
plans and determine plan was effective
the most cost-effective and dglerrinlpe
solutions to close gaps. residual risk.
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Identify and risk-rank Keep eyes on critical
vulnerabilities related to assets 24x7x365
People, Processes, and help prevent
Facilities, and cyberattacks.
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Cyber Risk Management System
Key Benefits:

e Easy to Understand, Easy to Implement
* Reduces Risks of Data Theft and Cyber Breaches

* Reduces Risks of Fines and Penalties for Non-Compliance

 Affordable for Small-Midsize Businesses

www.GoldSkySecurity.com



GOLDSKY SERVICES PORTFOLIO
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Security Risk Assessment
Improve your security posture and achieve compliance
with our security risk assessments. Our engineers use a
threat-based methodology to conduct a 360 degree
assessment on your organizations cybersecurity across
five dimensions of security: people, processes,
facilities, technologies, and compliance.

Compliance Gap Assessments
Your organization likely has one or more compliance
mandates to adhere to. GoldSky performs compliance
assessments for HIPAA, PCI, Privacy Shield, and many
other common compliance frameworks.

Remediation Advisory
GoldSky provides remediation advisory services to assist
in closing gaps where vulnerabilities have been found.

Vulnerability Assessments

Each Month GoldSky engineers perform automated
vulnerability scans on the perimeter of your network.
These scans look for the presence of the latest security
risks that might be affecting your organization. At the
conclusion of each scan, GoldSky engineers will assess
the scan results to provide actionable advice on the risks
discovered and how to address them.

Security Awareness Training
Training your staff on how to detect a security incident
and what to do is a critical step in securing your
business. Twice a year, GoldSky engineers hold security
awareness programs for your staff. These programs are
held as live webinars, and designed to be entertaining
and informative.

‘www.GoldSkySecurity.com

Penetration Testing
A Penetration Test (ethical hacking) is an
assessment that exploits known and unknown
vulnerabilities on a web application, operating
system, web server, and network. Once a
vulnerability has been exploited, a Penetration Test
can then show what data can be accessed.

CSOaaSsM

On-Demand Chief Security Officer as a Services.
Designed to assist in executive management
Policy/Procedure Development and Security
Infrastructure.

Disaster Recovery/Business Continuity Planning
Custom designed DR/BCP services available to
assist in keeping critical assets and business
operations running during unforeseen
circumstances.

GoldSky provides a one-of-a-kind antivirus and
endpoint security product that us usually only
available to the largest enterprises. This service
installs seamlessly and is monitored 24x7 by at
datacenters around the world. The service is
customized to each organization and provides for
deep insight into the security of all your computers
and servers. Our service uses an “application
whitelisting” approach, which stops malware in it's
tracks!
Incident Response

GoldSky offers a full suite of incident response
services including 24 Hour Support Hotline and

Retained Services.
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